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Abstract

Service Level Agreements (SLAs) are introduced to overcome the shortages
of best-effort approach in Grid computing and make Grid computing more attractive
for commercial uses. Yet commercial Grid providers are not keen to adopt SLAs,
since there is a risk of SLA violation, which will result in a penalty fee. This paper
analyses failure data collected from three different Grid sites. We study the statistics
of the data including the root cause, the mean time to repair and time between
failures. We find that software and hardware failures are the largest contributors, and
that the time to repair varies, depending on the root cause, from 13 hours in network
errors to around 46 hours in unknown errors. We also find that the repair time is well
modelled by a Weibull distribution. From the analysis of the historical data we find
that the distribution between failures in a Grid system is well modelled by a Weibull
distribution with decreasing hazard rate, and this can be used by a resource provider
to predicate the risk of failure.

1. Introduction

Grid computing is the coordinated sharing of resources and solving problems in
dynamic, multi-institutional virtual organizations. This sharing must be controlled
with clear boundaries on what will be shared, who are allowed to share, and the
conditions under which sharing occurs, whether the resources are hardware, software,
or users [1, 2]. The sharing should be done using standard, open, and general-purpose
protocols and interfaces, and should deliver nontrivial quality of services (QoS) [3, 4].

The sharing and coordination of resources on the Grid is complicated, since both the
user and the Grid resource provider are geographically distributed in different time
zones, and have competing needs. The user application needs to understand the
resource status and affect it. It often needs assurance as to the type and level of
services provided by the resources. On the other hand, the resource provider wants to
control usage policy, and often restricts the service information exposed to users. A
solution exists for these competing needs, in which a contract (Service Level
Agreement, SLA) between the Grid resource provider and the Grid user is negotiated.
The SLA either provides some measurable capability or performs a specific task. An
SLA allows the user to know what is expected from a service without requiring
detailed knowledge of the provider’s policies [5, 6].

Even with the introduction of SLAs commercial Grids are not attracting users and
providers. Current Grid middleware (e.g. Globus Toolkit [7]) still follows the best-
effort approach, there is a risk that users do not get any guarantees that his/her SLA
will not be violated. Also commercial resource providers are not attracted either. For a
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resource provider agreeing on an SLA without enough information about the state of
resources and the availability of devices introduces a chance of violating the SLA,
which results in a penalty fee. There is a risk attached to system failure, service
unavailability, insufficient resources etc, which might lead to SLA violation. Without
a method for assessing the risk of accepting an SLA providers are only able to make
uncertain decision regarding suitable SLA offers. Also end-users would like to know
the risk of violating an SLA so that they can make decisions on what Grid resource
provider to select and the acceptable cost/penalty fee.

The word risk is used in variety of discipline/context and has a different meaning in
each different discipline/context. Even in a single corporation, different departments
have different definitions for risk. In the Oxford English Dictionary Risk is defined as
“Hazard, danger, exposure to mischance or peril” [8]. As different entities of a
single corporation have different definitions for risk, they also have different views
too. For example, Health and Safety department personnel view risk as a bad thing or
a negative force. Thus, any risk to the health and safety of company employees or the
public is to be avoided, or the probability and consequence of that risk are to be
reduced as much as possible. On the other hand, people working in the finance sector
might have different views, because part of their job is making risk/reward evaluation.
Generally greater risk yields greater returns, therefore they view risk as a positive
force [9].

This study analyses failure data collected from three different Grid sites, and presents
statistics in relation to data including the root cause, the mean time to repair, and time
between failures. It gives a description of the statistical properties of the data and use
the historical data to assess risk using a frequentist approach. This paper is organized
as follows. A motivation scenario is presented in Section 2. Section 3 describes the
data collection process and the structure of the data records. The methodology used to
analysis the data is presented in Section 4. In Section 5 we analyse data with respect
to three important proprieties of system failures: root cause, time to repair and time
between failures. Section 6 presents some related work. Then we conclude in section
7.

2. Motivation Scenario

Most resource providers use Network batch queuing systems as Resource Managers
(RM). These systems handle jobs by allocating resources from a networked pool of
computers. Some examples of these systems are Sun Grid Engine (SGE) [10], Load
Sharing Facility (LSF) [11], Portable Batch System (PBS) [12], and LoadLeveler
[13]. Computing Risk depends significantly on the provider infrastructure, since the
risk of failure depends especially on the resource’s stability which varies between
times. Therefore Risk Assessment is difficult to support in queuing based systems.
Thus making resource reservations is the initial step for integrating risk assessment
into the Grid [14]. Some RM have the capacity to perform advance reservation, e.g.
PBS-Pro [12]. Another important requirement for risk assessment is the availability of
historical failure data. The data is composed of scheduled system failures (e.g. system
upgrades, backups, etc) and unscheduled system failure (e.g. power cut, hardware
failure, etc). Scheduled failures, unlike unscheduled failure, are known in advance and
stored in the dataset as references. Using advance reservations overcome the affect of
scheduled system failures. A resource provider cannot reserve resources at times with
scheduled failures. Unscheduled failure can not be ignored and the resource provider
should have a way to compute the possibility of such events occurring.
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Figure 1: Example Scenario.

Figure 1 presents an example scenario. The end user submits an SLA request to the
resource provider. The SLA includes the user requirements (e.g. number of CPU,
memory size, deadline, etc). When the resource provider receives the SLA it contacts
the scheduler to schedule the user job. The scheduler requests the resource reservation
component to reserve the end user required resources within the deadline requested. If
resources are not available the SLA is rejected, otherwise the time t in witch the
reservation starts is sent to the risk assessor. The risk assessor role is to compute the
probability of system failure (Risk) at time t by looking at the data stored in the
historical database. The failure rate will help the provider to decide whether to accept
or reject the SLA. It will significantly influence charge and penalty fee. Also it will
inform the end user of the rate of not getting the desired QoS and give the possibility
to select the desired level of realistic guarantees.

3. Data Collection

Research in the area of dependable computing depends on understanding how failures
in the real world look like, e.g. knowledge of failure characteristics can be used in
resource management to improve cluster availability [15]. Also creating realistic
benchmarks and test-beds for reliability testing requires the knowledge of failure
characteristics [16]. Therefore access to failure data is very important.

The Grid Operations Centre Data Base (GOCDB)[17] is a database of all sites within
the Enabling Grids for E-science (EGEE)[18], the National Grid Service (NGS)[19]
and Worldwide LHC Computing Grid (WLCG)[20] that contains information on
sites, nodes, services, and downtime. GOCDB is publicly available and accessed
following registration.

A downtime is a period of time for which a grid resource is declared to be inoperable.
A downtime record contains unique downtime ID, downtime classification (scheduled
or unscheduled), the severity of the downtime, the user who recorded the downtime,
the date at which the downtime was added to GOCDB, the start and end of the
downtime period, the description of the downtime, and the entity affected by the
downtime.

Scheduled downtimes are planned and agreed in advance, while unscheduled
downtimes are unplanned, usually triggered by an unexpected failure. EGEE define
specific rules[21] about what should be classified as scheduled downtime and what
should be classified as unscheduled downtime. The rules are based on the length of
the intervention, the impact severity, and how long in advance the downtime is



declared. Yet currently it is up to the person who declares the downtime to decide if it
is scheduled or not.

The severity of the downtime is either “At Risk” (Resource will probably be working
as normal, but may experience problems) or “Outage” (Resource will be completely
unavailable).

The Grid administrator who has permission to make downtime updates can add, edit,
or delete downtime information. This is done manually and there are no rules or
protocols to make such updates, thus it might be possible that the system had a failure
and there is no record on the GOCDB for that failure.

The description of the downtime is left to the Grid administrator. It is a short
description of the cause the downtime. There are no rules or protocols to follow when
writing the description, thus descriptions are mostly incomplete and are very short.
Some may have only one very brief word description (e.g. Test).

The data collected in GOCDB is different compared to the data in error-logs. Error-
logs are generated automatically and treat every unexpected event the same whether it
resulted in a system failure or not. Also error-logs might contain multiple entries for
the same event. On the other hand data in the GOCDB are created manually by
system administrators. Human created failure data have two potential problems
underreporting of failure events and misdiagnosing the cause of the downtime. While
it is possible for a failure to be not reported at all, in this study we are assuming that
this is not the case. Misdiagnosing the cause of the downtime is feasible. GOCDB
dose not have classification of the root cause (e.g. Hardware, Software, etc) it has
only a description of what might cause the downtime. The diagnosis and description
depend hugely on the administrators’ skills.

In this study we take into account the downtime data for three Grid Sites A, B and C
from GOCDB. The downtime data are for the whole site and show only the time
when the site was down. The data for site A span form July 2007 till mid November
2008. Site B data span from mid October 2007 till mid October 2008. Site C data span
from mid June 2007 till mid November 2008. All data have scheduled and
unscheduled downtime. The reason that each site has different time span compared to
the other two is because sites’ administrators start recording failures at different times.
Here we only consider unscheduled failures. The reason is that a resource provider
uses advance reservation, which takes into account scheduled downtimes.

4. Methodology

Risk theory has been developed in the framework of probability theory. Probability
theory models only those events which are produced with a large frequency. When
this condition is not fulfilled, the possibility theory initiated by Zadeh in [22] can be
used to treat risk. Statistical inference is a well known problem within probability
theory. There is no agreement on the ways in which statistical inference should be
carried out, and no agreement on the principles that should be used to judge the
quality of estimation techniques [23].

In this study we use a probabilistic risk assessment method, since sufficient failure
data exist. We use a frequentist approach to analyze the failure data and the Maximum
Likelihood Method will be used to estimate the parameters of the distribution. We
will evaluate the goodness of fit by visual inspection and the negative log-likelihood



test. We view the sequence of failure events as a stochastic process and study the
distribution of its time between failures. We take into account the failures that affect
the whole system. We characterise repair times using the mean, median and standard
deviation. We also consider the empirical cumulative distribution function (CDF) of
repair time and how well it fits four probability distributions commonly used in
reliability theory: the exponential, the Weibull, the gamma and the lognormal
distributions. These distributions fit the data well and there are no reasons for using
more degree of freedom e.g. a phase-type distribution. We use the maximum
likelihood estimation to parameterize the distributions and evaluate the goodness of fit
by visual inspection and the negative log-likelihood test.

5. Data Analysis

In this section we will analyse data with respect to three important properties of
system failures: root cause, time to repair, and time between failures.

5.1 Root Cause Breakdown

The first question to answer when studying failures in computer systems is what
caused them? In GOCDB data there is a description of the cause of failure yet there is
no classification of these causes. We therefore had to map the description of the
failure to five different categories, Environment (Air Condition failure, power
outage), Network, Software, Hardware and Unknown. Figure 2(a) shows the
percentage of failure in each category. The right-most bar shows the breakdown of all
the failure recorded in the three sites, while the first three bars are for Grids sites A,
B, and C respectively.

We can see that software and hardware failures are the largest contributors to failures
with the actual percentage for software ranges from 33.33% to 51.16%. The actual
percentage for hardware ranges from 8.89% to 53.33%. Over all, the two categories
are responsible for 65.69% of all the failures recorded in the database.
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Figure 2: Breakdown of failure (a), and downtime (b) into root cause.

We studied the total downtime for each category. Figure 2(b) shows the percentage of
downtime for each category. The right-most bar shows the breakdown of all the



downtime recorded in the three sites, while the first three bars are for Grids sites A, B,
and C respectively.

We can see that software and hardware failures are contributing hugely to the
downtime, but we can’t ignore the unknown failures contribution, since unknown
errors contribute 24.23% of the total downtime of all failures recorded. Software
failures contribute 37.19% of the total downtime and hardware failures contribute
24.73%.

5.2  Repair Time Analysis

The second important metric in studying failures is the time to repair the system. We
start by looking at how the repair time varies between the three sites. Then we study
the statistical proprieties of repair time, including their distribution. Finally we look at
how the root cause affect the repair time.

Table 1 shows the mean, median and standard Deviation for time to repair in each
site. The mean time to repair in all three sites is very high. The first reason is that the
repair time depends hugely on the availability of the Grid administrator, and the three
sites do not have 24 hour support. Thus any failure occurring after normal working
hours is not resolved until the next working day. This is also true for weekends and
public holidays. The second reason is that there are no automatic monitoring that will
report a failure when it occurs. Finally the Grid sites are mainly used for research, not
commercial use. In order to improve the mean repair time the sites should increase the
availability of administrators and deploy automatic monitoring agents.

Site A Site B Site C
Mean 2119 2043 821
Median 821 1770 310
Standard Deviation 3227 2001 1174

Table 1: Mean median and standard Deviation for each site (in minutes).

Figure 3 shows the empirical Cumulative Distribution Function (CDF) for all repair
times recorded, and four standard distributions fitted to it. Exponential distribution is
a poor fit because of the high variability in the repair times. The other distributions
have good visual fit with Weibull having the best fit when measured by the negative
log-likelihood.
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Figure 3: CDF for all repair times recorded.



Now we look at how the root cause of failure affects the repair time. Table 2 shows
the mean, median and standard Deviation of time to repair as a function of root cause.
The mean repair time ranges from around 13 hours in network errors to around 46
hours in unknown errors. The mean repair time for all the errors is around 26 hours
and the median is around 10 hours. This is close to the mean and median repair time
of hardware and software errors. The second observation is that the time to repair is
highly variable. For example, the median of hardware repair times is about 4 times
lower than the mean.

Software  Hardware  Network Environment Unknown  All
Mean 1422 1603 785 1183 2777 1553
Median 610 360 334 450 1367 599
Standard | 2235 2093 498 1687 4075 2418
Deviation

Table 2: Mean median and standard Deviation of time to repair (in minutes).

5.3 Time Between Failures Analysis

In this section we view the sequence of failure events as a stochastic process and we
study the time between unscheduled failures, inter-arrival times, as seen by the whole
system. Figure 4(a) shows the empirical CDF at the first site fitted by four standard
distributions. We see that the distribution between failures is well modelled by a
Weibull or Gamma distribution. Both distributions create an equally good visual fit
and the same negative log-likelihood.
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Figure 4: Empirical CDF for inter-arrival times of failures at sites 1(a), 2 (b) and 3(c).



Figure 4(b) shows the empirical distribution at the second site fitted by four standard
distributions. We also see that the distribution between failures is well modelled by a
Weibull or Gamma distribution. Both distributions create an equally good visual fit
and the same negative log-likelihood.

Figure 4(c) shows the empirical distribution at the third site fitted by four standard
distributions. We also see that the distribution between failures is well modelled by a
Weibull or Gamma distribution. Both distributions create an equally good visual fit
and the same negative log-likelihood.

From the above we can say that the Weibull and Gamma distributions are the best
distributions to model distribution between failures in Grid system. We select the
Weibull distribution since it is the most popular and widely used method of analyzing
and predicting failures and malfunctions of all types, offers flexibility in modelling
failure rates, and is easy to calculate [23-26].

The Weibull distribution mathematically characterizes the probability of system
failures as a function of time. The two parameters Weibull function is used in this
research and the probability density function pdfis defined as:
p
fo=pm )

The cumulative density function cdf is defined as:

p
F(H)=1 -
Where B is the shape parameter, 1 is the scale parameter, and t is time. Recalling that

the reliability function of a distribution is simply one minus the cdf, the reliability
function for the Weibull distribution is given by:

R(t)= 1- cdf
From the above we can calculate the Weibull failure rate (or hazard rate) function:
Mo=fO/RE = pt*' n? (1)
The shape parameter 3 directly influences the hazard function as follows:
If B < 1, the hazard function is decreasing with time;
If B = 1, the hazard function is constant with time, i.e., the exponential distribution;
If B > 1, the hazard function is increasing with time.

It is useful to know how the time since the last failure influences the expected time
until the next failure. This notion is captured by a distribution’s hazard rate function.
An increasing hazard rate function predicts that if the time since a failure is long then
the next failure is coming soon. And a decreasing hazard rate function predicts the
reverse. The shape parameter of less than 1 indicates that the hazard rate function is
decreasing, i.e. not seeing a failure for a long time decreases the chance of seeing one
in the near future.

In this research we use the maximum likelihood estimation to estimate the parameters
and we find decreasing hazard rates a Weibull shape parameter of 0.7-0.8. This
means not seeing a failure for long time decreases the risk of seeing one soon.



From the above analysis we found that distribution between failures in Grid system is
well modelled by a Weibull distribution with decreasing hazard rate. The scenario
now is: When the resource provider receives an SLA it contacts the scheduler to
schedule the user job. The scheduler requests the resource reservation to reserve the
end user required resources within the deadline requested. If resources are not
available the SLA is rejected, otherwise the time ¢’ in witch the reservation starts is
sent to the risk assessor. The risk assessor estimates the Weibull Parameters using the
historical data and computes the risk of failure from (1). # in (1) indicates the time
from the last failure till the time of resource reservation ¢’.

6. Related Work

There are a number of projects such as Akogrimo [27], GRIA [28], TrustCom [29],
GridTrust [30], NextGrid [31], GridEcon [32], and AssessGrid [33, 34] which have
considered specific aspects of SLAs, and therefore have developed basic Grid
components and architectural support for building economic-aware components.
However all the above projects, except AssessGrid, do not address the key issue of
risk by developing a framework to support risk assessment for resource providers.

The main objective of the AssessGrid project [33, 34] is to address obstacles of a
wide adoption of Grid computing by bringing risk management and assessment to this
field, enabling use of Grid technologies in business and society. In this scope,
AssessGrid delivers generic, customisable, trustworthy, and interoperable open-
source software for risk assessment, risk management, and decision-support in Grids.
The approach used to develop the risk assessment model in AssessGrid is different
than the approach used in this research. The approach used in AssessGrid is based on
the Possibility theory initiated by Zadeh in [22]. It assumed that Grid failure data are
hardly available and are not frequent; therefore probability theory models can not be
used. Possibility theory is based on new concepts such as possibility measure,
necessity measure, possibilistic distributions, etc.

A large number of studies that look at systems failure is found in the literature and
includes [15, 16, 35-37]. The study in [37] looks at the availability of CPUs in a Grid
environment and analyzes availability traces recorded from all the clusters. The
finding is that the best fit distribution is Weibull with a shape parameter > 1. The
reason is that many of today’s Grids comprise computing resources grouped in
clusters, whose owners may share them only for limited periods of time. Often, many
of a grid’s resources are removed by their owner from the system, either individually
or as complete clusters, to serve other tasks and projects. Thus the unavailability of
CPUs is not due to a system failure but CPUs made unavailable by their owner. Other
studies [15, 16, 35, 36] analyze the time between failures and find the Weibull
distribution to be a good fit with decreasing hazard rates (Weibull shape parameter <
1). Recall that in this study we find decreasing hazard rates with Weibull shape
parameter of 0.7-0.8.

7. Conclusion

In this paper we study failure data collected from three different grid sites spanning
for more than a year. We find that software and hardware failures are responsible for
65.69% of all the failures recorded in the database. We also find that 37.19% of
downtime is due to software failures, 24.73% to hardware failures, and 24.23% to
unknown failures. The mean time to repair in all the three sites is very high, and



repair time is will fitted by a Weibull distribution. Mean repair times vary widely
depending on the root cause and is extremely variable. We use a probabilistic risk
assessment method to study time between failures and find that Weibull distribution
with decreasing hazard rate is the best fit.

Schroeder and Gibson [16] study The data, collected from 1996 till 2006, at Los
Alamos National Laboratory that includes 23000 failures recorded on more than 20
different systems, mostly large clusters of SMP and NUMA nodes. They find that the
time between failure at individual nodes, as well as at an entire system, is fit well by a
gamma or Weibull distribution with decreasing hazard rate (Weibull shape parameter
of 0.7-0.8). This is the same finding as our study.

The prior risk analysis was focused on determining the probability of failure at a
given time ¢. The formulations provided us with the probability of failure of the entire
system, up to a point in time, without looking at what happens if the system fails
during that time and is then fixed. To address this, in the future work, we need to look
at the Grid as a repairable system. Repairable systems receive maintenance actions
when they fail. These actions change the overall makeup of the system and must be
taken into consideration when assessing the Risk of Failure of the system because the
age of the system components is no longer identical and the time of operation of the
system is not continuous. Additional information and models are now needed. The
previous model only described how the system failed (its failure probability
distribution). When dealing with repairable system we need to know also how long it
takes the system to be restored, at least a model that describes how the component is
restored.
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