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Abstract

Cloud computing is an emerging paradigm with viftoechine as its
enabling technology. As with any other internetdshgechnology, se-
curity underpins widespread success of cloud comgutHowever,
cloud computing introduces new challenges with eesgo security
mainly due to the unique characteristics inheritea virtual machine
technology. In this chapter, we focus on the cinglés imposed on in-
trusion diagnosis for clouds due to these charasties. In particular,
we identify the importance of intrusion diagnosishifem for clouds
and the novel challenges for intrusion diagnosis diouds. Also, we
propose a solution to address these challenges damdonstrate the
effectiveness of the proposed solution with engliggaluation.

1. Cloud Computing

The advent of internet technologies has directesl riévival of e-

Science. It has significantly changed the methosisdun e-Science
along with the emergence of new computing paradigmTscilitate e-

Science research. Cloud computing is one of sudrging paradigms
which makes use of the contemporary virtual mactesénology. The
consonance between internet and virtual machinentdogies enable
Cloud computing to emerge as a paradigm with primgiprospects to



facilitate the development of large scale, flexibtenputing infrastruc-
tures, available on-demand to meet the computdti@egiirements of
e-Science applications. Cloud computing has witdswidespread
acceptance mainly due to compelling characteristich as; Live Mi-

gration, Isolation, Customization and Portabilttyereby increasing the
value attached with such infrastructures. The &lrtmachine technol-
ogy has profound role in it. Amazon [2], Google EB)d GoGrid [7]

represent some of commercial Cloud computing itivés whereas
Nimbus [13] and OpenNebula [14] represent acadeffidcts to estab-
lish a Cloud.

Cloud Computing has been defined in different ways different
sources however, for the purpose of our researelgeafine Clouds as
high performance computing infrastructure based system virtual
machines to provide on-demand resource provisiaco@@ing to the
service level agreements established between augswrsand a re-
source provider.

A system virtual machine, as described in thisrdidin, serves as the
fundamental unit for the realization of a Cloudrastructure and emu-
lates a complete and independent operating enveahnWithin the
scope of this chapter, we define the cloud platfofotused at satisfy-
ing computation requirements of compute intensieekioads aCom-
pute Cloudswhereas those facilitating large scale data stoesj&to-
rage or Data CloudsFor the rest of this chapter, we use teoiusid
computing and clouds interchangeably to refer to our definition of
compute clouds. As described in the above defmitaboud computing
involves on-demand provision of virtualized resasrdased on Ser-
vice Level Agreements (SLA) [26] thereby facilitagi the user to ac-
quire resources at runtime by defining the spedifons of the resource
required. The user and the resource provider goeated to negotiate
the terms and conditions of the resource usageighr&LAS so as to
protect the quality of service being committed edaurce acquisition
stage.



2. Intrusion Diagnosis for Clouds

In order to stimulate extensive adoption of cloutiere is need to de-
velop mechanisms focused at improving the secuofiguch infrastruc-
tures. This is aggravated by the adoptionpal-per-usemodel by
Cloud providers whereby customers usually pay lierresources they
use. Related to this, clouds inherit unique charatics such as diver-
sity, mobility and flexibility from virtual machirge which present nov-
el security challenges and, therefore, require caed efforts to ad-
dress them [6]. In this chapter, we focus on thalehges due to one of
these characteristics i.e. diversity. As descrilmefigure 1, virtual ma-
chines provide the ability to host multiple diffateexecution environ-
ments on a single physical machine, which enablgswd provider to
be able to address diverse user requirements \aitie ohysical re-
sources. However, it also poses a number of naeirgy challenges
such as; evaluating the impact of an intrusionf@ngduest virtual ma-
chines [3]. From figure 1, a security module rasidin the domain 0 of
a virtualized resource has to evaluate the impheandntrusion on the
guest virtual machines. This process becomes inaattgiven the po-
tentially different security requirements of theeguvirtual machines.
We define the impact of an intrusion on a virtuaamine as théevel
of Severity(LoS) of the intrusion. Also, intrusion diagnogsgradition-
ally defined as the process to discover the cab@isa ontrusion [32].
For the purpose of our research, we define intrudiagnosis to bthe
process to evaluate the level of severity of arugmn for a virtual
machine.For the rest of this chapter, we use terms intrusi@gnosis
and intrusion severity analysis interchangeablyefler to process de-
fined above.
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Figure 1: A virtualized resource

Intrusion diagnosis, as defined above, has a swgmif impact on the
overall security of a system such as; selecting@pfate response me-
chanism, depending on the mechanisms used to a&cthisvevaluation.

This will enable provision of an intelligent respenselection mechan-
ism, which facilitates triggering response mechasisbased on the
severity of an intrusion for the victim applicatidfurthermore, a cus-
tomized severity analysis also facilitates delivefyvirtual machine

specific quality of service with respect to segyriwhich is vital for a

user-oriented environment of clouds computing. Tisignvisioned to

enable the cloud providers to devise Quality ofviger (QoS) based
pricing strategies, taking into account the quabfysecurity service

delivered in relation with the security requirenseat virtual machines.
To the best of our knowledge, we are the firstdientify the intrusion

diagnosis problem, highlight its importance andpose a solution to
address it for virtual machine based systems ireg¢rand clouds in
particular [3].



2.1 Requirements of Clouds for Intrusion Diagnosis

As described earlier in this chapter, cloud comuuiinherits unique
characteristics from virtual machines, which préseovel challenges
for security in general and intrusion diagnosigatticular. In relation
to this, we describe the requirements of clouds wespect to intrusion
diagnosis and their comparison with contemporaiigresf.

¢ Comprehensive Severity Evaluation

One of the defining characteristics of virtual maels is
their ability to facilitate hosting multiple execant environ-
ments on a single physical machine. This govermsrsity
in the infrastructure, which demands a comprehensaveri-
ty evaluation. Furthermore, diversity also requicesnpre-
hensive representation of security characteristidhe guest
virtual machines whereas contemporary efforts |#ais
comprehensiveness as described in the previousrsect

¢ Real-time Operation

Clouds support flexible infrastructure where guestual
machines can be created, migrated and deletedn@itnei
This requires a security module to be considerathe dy-
namic nature of the infrastructure. Traditionales#ty evalu-
ation methods are static by nature mainly due écsthtic na-
ture of the infrastructures. Furthermore, additide]etion
and migration of nodes in traditional infrastruetsiris not
particularly frequent. Therefore, traditional medsodo not
meet this requirement of Clouds.

¢ Automatic Approach

With regards to flexibility and dynamic nature dbwuds, an
automated approach is mandatory. However, theiegiap-
proaches are largely manual due to their dependenca
human administrator. As described earlier in thiapter, the



automatic existing approaches lack mechanisms ttmreaie
the severity evaluation, which hampers their abtiit match
this requirement of clouds.

e Customization

As described earlier, clouds inherit diversity fronrtual
machines. Now, each guest virtual machine can fatgn
have different security characteristics. For exampl phys-
ics workload can have different priorities for setyu
attributes as compared to a social science workléaa-
thermore, we hold that security characteristicarofapplica-
tion dictate the severity of an intrusion on thpplacation
[4]. Therefore, it is necessary for a severity aadbn ap-
proach for clouds to enhance customization to tualirma-
chine level. On the contrary, existing methods deverity
evaluation lack customization as policy definitisnmostly
done at group or domain level comprising a numbler o
nodes.

* Minimized Response Time

Due to the runtime behavior of a cloud computirfgaistruc-
ture, intrusion response time becomes criticas, ltherefore,
required for a severity evaluation method to begrated
with other security modules such as intrusion deiecand
response systems. Traditional methods do not Iftitfis re-
quirement as most of the security modules are densd to
be isolated.

As explained by the comparison above, we concludé existing ef-

forts to evaluate intrusion severity do not fulfiie requirements of
clouds. Therefore, an intrusion severity analysisthod is required
which meets the requirements described above. JInwi@ have pro-
posed such a method and we intend to explaindetail in the follow-

ing sections of this chapter.



2.2 Contemporary Efforts for Intrusion Diagnosis

With respect to traditional distributed systemshsas Grids, the intru-
sion diagnosis problem is not relevant at hostlleVhis is because
Grids allocate a complete physical node to a padrcworkload.
Therefore, the security module in this case caimipdemented as tradi-
tional host or network based system. However, asrieed in the pre-
vious section, both these approaches introducadeaff between visi-
bility and isolation.

Related to this, intrusion severity analysis hasnbgtudied in contem-
porary literature particularly in network-basedtsyss where a security
module is usually installed at the border node ianésponsible for the
whole network. The state of the art in this regead be divided into
two types i.e. administrator dependent and Intruftesponse Systems
(IRS). With respect to intrusion response systenst of the existing
systems are based on the alerts from an Intrusietedlon System
(IDS) or other information about an attack. Them® some IRSs which
do take into account the level of severity wheresshg a response
mechanism, however, this metric is again supposéde tdecided by an
administrator at an initial stage of site policyidigion. Therefore, both
types of contemporary systems involve a decisivednfactor, which
can prove to be the weak link in the severity eataun process.

With respect to severity evaluation, few mechanidrage been pro-
posed to facilitate a human administrator. In teigard, [24] and [25]
present more formal methods to evaluate the sgveritmpact of in-
trusions for different applications. In [24], thevsrity evaluation is
proposed to be a function driticality, Lethality, Countermeasures
and Net Countermeasure@\s can be inferred from their names, the
subjective nature of these terms hampers theiricgiplity in a flexi-
ble, diverse and user-driven system such as cldeaishermore, the
analysis is assumed to be performed by a humannigtrator, which
leads to manifold problems. Firstly, metrics sushCaiticality and le-



thality are relative rather than absolute. Themfdhese require an in
depth knowledge of the system under attack, treechattself and also
parameters defining the current status of themictecondly, the me-
trics such as Countermeasures and Net Counternesaate only ap-
plicable for well-known intrusions. Finally, the m#al analysis also
deteriorates the response time for an intrusion.

Common Vulnerability Scoring System (CVSS) [25]ide§ three me-
tric groups and formula to calculate the impactofulnerability. The
objective of this method is to facilitate a systagdministrator to per-
form the manual analysis so as to designate infpatr of a vulnera-
bility before it is exploited. It does take intocacint custom security
requirements by the notion &nvironmental Metricbut these are op-
tional and do not affect the score unless expjidgrttluded by the user.
This approach has several limitations. Firsthlgssumes manual execu-
tion of the whole process i.e. a representativasefr has to decide on
the values of different metrics such as the Avdlilgb Confidentiality
and Integrity Impacts. These metrics then contebuat the resultant
impact metric. Secondly, the metrics are overlytralos which impede
a human’s ability to clearly specify the applicatgpecific metrics. For
instance, availability, integrity and confidentigilare proposed to have
three levels of impact i.@one, partialor complete These terms are too
vague to accurately express the impact of a vutmésaon a particular
attribute of security.

From the above discussion, we conclude that notleeofontemporary
mechanisms address the requirements of clouds regect to intru-
sion diagnosis as established in the previous aecliherefore, we
hold that a more fine-grained analysis is requifadilitated by com-
prehensive representation of user requirements.



3. An Automatic Intrusion Diagnosis Approach for
Clouds

As highlighted in the previous section, there ised to establish a
dedicated intrusion diagnosis mechanism for cloMis. address the
requirements described in previous section as Valiofirstly, we
achieve comprehensive and virtual machine spesgierity evaluation
by quantifying security at the virtual machine lextkereby, improving
the representation of virtual machine security abtaristics in our
evaluation. With respect to real-time behavior, mweorporate SLA
state and attack frequency in our analysis thatesakstate or time-
aware. Also, we propose to establish our systetharhypervisor of a
virtualized resource, which enables our approachet@onsiderate of
the creation, migration or deletion of guest viltomeachines efficiently.
In order to facilitate automation, we minimize tmgman factor by in-
corporating security requirements with SLA, therglipwing applica-
tions to interact with virtualized resources withany human interven-
tion. Furthermore, the severity evaluation procass triggered
automatically without any human input, again eliating the human
factor. Finally, we have proposed an abstract méaleintegrated in-
trusion detection and diagnosis system in [3]. lggrating the severi-
ty evaluation with intrusion detection system, wwisage to reduce the
intrusion response system and eliminate the humetorfas well.

We establish our solution on the assumption thatstéhverity of an in-
trusion for a particular virtual machine dependsaomumber of factors
including; security requirements of the applicatimsted by the virtual
machine, the state of any Service Level Agreem8hA] negotiated
beforehand and, the frequency of attack on a dgcteguirement.
There can be other parameters, however, we holdthiese are the
most important of the factors and therefore restric research to these
factors. We also believe that the severity probtam be treated as a
special case of traditional classification probles it essentially in-
volves segregating intrusion trails into differeategories. Finally, we
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use both supervised and unsupervised learningitdgw to implement
our proposed solution.

With respect to virtual machine specific securgguirements, one op-
tion can be to render the security policy defimtiand management a
responsibility of the virtual machine itself. Thtsn be achieved by
instrumenting a policy engine within each virtuahchine, which will
coordinate with detection and diagnosis moduleth@nprivileged vir-
tual machine. This approach is attractive due ¢oethise of implementa-
tion and simplicity of the resultant system. Howegviebreaks the isola-
tion property as, in the event of a successfulckftan attacker can
modify the security policies to facilitate its n@atius objectives. Fur-
thermore, a guest virtual machine needs to bewnortty to be dele-
gated such responsibility which is contradictoryote assumption that,
all guest virtual machines are treated as comprehi®ue to these
limitations of this approach, we adopt an apprad#eh guarantees iso-
lation while ensuring customization with respectsexrurity policies.
We propose using service level agreements to reggosiecurity re-
quirements for a virtual machine. Following thigpegach, a customer
is envisaged to specify the security requirementpat of the service
level agreement at the resource acquisition phasguires quantifica-
tion of security as explained in [4] and summarized following sec-
tion.

With respect to SLA state, we designate the timeaising for comple-
tion of job as the SLA state. This is because ofunderstanding that
severity of an intrusion is also affected by thaeiavailable for re-
sponse. Ideally, the SLA state would be calculdtgdising different
parameters such as; quality of service metricsaadable resources
etc. This requires establishment of complete manioinfrastructure
because of which we render this as out of the sodpmur research.
However, we assume that SLA state is availablestasuan aggregate
metric that can be used for formal analysis sucth@®ne described in
this document. Finally, the frequency of attaclerpts on a particular
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security requirement depicts either the value eftrget or likelihood
of success of attack attempt against the secweguirement under at-
tack. This therefore requires relatively immediatel more effective
response mechanism to avoid recurrence of sucbkattibeempts. For
this reason, we designate the frequency of attack® security re-
quirement as an important factor to dictate theesgvof an intrusion.

As stated earlier, we propose to solve the sevpriplem by treating it
as a classification problem. Related to this, arattaristic of super-
vised learning techniques is that they involveranal training or lean-
ing phase to serve as a basis for online classditaHowever, with
the problem focused in our research, no previowsviedge of severity
of intrusions for applications is maintained whitlakes it difficult to
use supervised learning techniques. Furthermorst ofahe unsuper-
vised learning techniques are more suitable fdineffanalysis as the
classifications tend to change over the lengthnaflysis datasets. This
characteristic makes them inappropriate for systdras require real-
time classification such as the one under consideran our research.
We therefore, decided to use both supervised asdpanvised classifi-
cation techniques to achieve our objectives. We arseinsupervised
classification technique i.e. K-means to prepaeetthining datasets for
further analysis and use supervised classificatémmnique i.e. Deci-
sion Trees for real-time severity analysis. Theiwadion of our choice
for these techniques is explained in a later sectWie describe both
these learning techniques along with a formal deson of our solu-
tion in the following sections.

3.1 Fault Model

The system proposed for our research resides yistars-level virtual
machine (VM) under a Typel Hypervisor [11]. The \i¢a part of a
platform virtualization based high performance catmyg infrastruc-
ture called a Cloud as defined earlier in this doent. As the VM is a
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system-level virtual machine, it is envisaged taate an independent
node in traditional high performance computingastructures such as
Compute Grids. The applications running on the VMd athe
processing being performed at the VM are assumdakta part of a
compute intensive job and will consequently hawdted, presumably
predefined, interactions with resources outsideMiesuch as interac-
tion with a remote data sources. As cloud compuypiragnotes the idea
of on-demand computing whereby a customized VMesated for each
resource request, a VM will generally have veryiteth number of us-
ers, for instance, members of a particular reseprofect or even a
single user for whom the VM has been created. Topgsed system is
envisaged to be a part of the local administrateenponents of a
hypervisor in the domain 0 to achieve isolationnfrthe host VMs.
However, this limits the visibility of the system the system calls ex-
ecuted by the VM being monitored. Due to this faet assume the
hypervisor to be trustworthy whereas the virtuachiaes hosted by a
hypervisor are assumed to be compromised.

Workload bound
OS bound

Content Faults

VM-specific Attacks

Passive Attacks

Connection Faults

Network based DoS

Timing Faults

Denial of Service
(DoS)

Resource based DoS

Figure2: The proposed fault model
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The fault model for the proposed system consistlatrary intrusions

that can occur in an intermittent fashion and carcétegorized as ex-
ternal malicious interaction software faults, whicdm be sub-divided
into content or timing faults as described by Rifjure 2 describes the
fault model proposed for our research categorinéa timing and con-

tent faults. The faults listed in the diagram haeen identified as im-
portant from the perspective of a compute intensiwekload being

executed in a Cloud resource. Additionally, we otalige into account
the faults that can be mitigated at the systemlea#ll. As is evident

from figure 2, the fault model excludes the fatiftat can occur at “site
level” i.e. the Hypervisor or the Dom 0 being coomised is not in-

cluded in the fault model for this research. Therse of faults for our

research is considered to be application-specifimerabilities that

allow an intruder to compromise the VM and possildg the resources
allocated to the VM to accomplish malicious motivasd operational

mistakes i.e. mistakes in configuration of VMs whan be exploited
to enable a VM to infect a neighbor VM.

3.2 System Definition and Architecture

As described earlier, we use security requiremesgsyice level
agreement state and frequency of attack on a $gcagquirement as
parameters to evaluate the severity of an intrusidwe resultant me-
tric of severity or impact factor is envisionedlie used by an intru-
sion response system to trigger appropriate regporechanism to-
wards achieving end-to-end operation. We presert firmal

description of our system below followed by thehatexcture repre-
sentation.

Let C={sl,=s2,53,..,sm} be a set of system calls wher=a= || is

the number of system calls. Data Betan be defined as set of la-
beled sequencel= Z,,R, = |z, € C*, R, € {1,2345}} wherezZ,
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is an input sequence aif] is a corresponding class label denoting

one of the five possible severity levels i.e. “Miral”, “Medium” “Se-
rious”, “Critical” and “Urgent”. Given the data sBt the goalof the
learning algorithm is to find a classifiber £*— {1,2,3,4,5} thatmax-

imizes givercriteria.

As part of the resource acquisition phase, secuetyirements are
collected from the user along with other resousmuirements. These
security requirements are then used to formulatedihgnosis policy
which lists the priorities of the different secwyritequirements for a
particular virtual machine. Le®.. be such a diagnosis policy for a

VM. It can be described a®.. = { P..i, P..i+1,..., P..n} Where P
represents a particular policy statement in thgrahais policy.

Also, each system calfC, can be mapped to one of the three
attributes of security i.e. i, __is a set of the three security attributes
i.e. Arype = {Availability, Confidentiality, Integrity}, thensc; @ype) €
A.,... WhereSC; ype represents the type of attack attempted by the
system callsC; with respect to the three attributes of securfiyr-

thermore, given the granularity of our data to psteam calls, a sys-
tem call can be mapped to one or more securityir@gents and vice
versa. This requires mapping to be performed betwbe system
calls and the security requirements. Let a secudfjuirement be
represented by seR described asR = {E, R..,,..,R,} and let

R, .,,.denote the type of security attribute represente& . bNow, if
DnS. represents a diagnosis signature with respectagndsis policy
P, .. and the attack type attempted by current systehiscdénoted by
5C; wypey then we can say that

SC; type) LR type
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Therefore, ifR denotes the requirement affected 5, we can write

the mapping function as below. We also describeréiselts of this
mapping in a later section.

R=f(R ., er SC.h Pasi)

Finally, if 5. denotes the SLA stat&eq represents the frequency of
the attack on the security requirement &#d denotes the priority of

the affected security requirement for the VM, wa waite the impact
factor or the level of severity as:

Level of Severity = f(R,, Pr., 5., freq, DnS.) whereDnS. is the
diagnosis signature and is definedzss, = {D5,, D,, TIMESTAMP}
where D5, represents the detection signature i.e. the irdton

passed on from the detection engine to the diagnosidule. This
information is implementation dependent and is smyed to vary
across different implementations, however, we asstmat it includes
at leasts ¢, , VMID and Detection decision.

As described earlier, the result of this activiyan aggregate metric,
which is envisioned to be used in cooperation withintrusion re-

sponse system to select an appropriate resporike totrusion under
consideration.

We present the architectural representation ofsgatem in Figure3.
In this representation, we focus damQ the most privileged domain
of a virtualized resource. As described in the diag we envisage
our system to be establisheddomOto achieve maximum isolation
from the monitored hosts. The system is also egedao interact
with other components both within the virtualizessource and also
with the global administrative components such assaurce manag-
er. We have performed rigorous evaluation of tres@nted architec-
ture using Architectural Trade-off Analysis Meth@lr' AM) [27], the
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details of this evaluation are not presented hengréserve the focus
of this chapter.
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Figure 3: Architectural representation of the system

3.3 Quantification of Security

We hold that the severity of a security attack doparticular virtual
machine depends upon different attributes includmegsecurity char-
acteristics of the virtual machine. One approacltapture security
characteristics of virtual machines can be heuwristethod whereby
applications hosted in virtual machines can berassuto have cer-
tain security attributes. These assumptions arallysbased on the
experience of security expert with applications emdonsideration.
However, this approach is limited with respectdentifying security
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attributes for the substantially diverse naturearididate applications
for virtual machine based systems in general aoddd in particular.
An alternate approach is to encourage the userstaél machines to
explicitly specify the corresponding security ditiies. A feasible
implementation of this approach is to enable theeruso
choose/prioritize security attributes from a segioen attributes. This
enables both the user of the virtual machine aedgthvernor of the
cloud system to be synchronized regarding the ggawquirements
of the virtual machine. We adopt this approach wuthe degree of
customization offered and the potentially compreinen representa-
tion of a virtual machine’s security characteristitn order to ensure
minimal human intervention and seamless end-to-aetation, we
envisage gathering security characteristics oftaiai machine during
the resource acquisition phase, as part of thaceelevel agreement,
in the form of security requirements. However, mpooation of secu-
rity as part of a service level agreement requisegjuantification so
as to achieve an appropriate level of granulaotyacilitate compre-
hensive representation of the security characiesisif a virtual ma-
chine. In this section, we summarize our effortgjt@antify security
Into seven security requirements whereas detailgdaeation and
evaluation is described elsewhere [3,4].

The security requirements are described from thspeetive of a
workload running in a virtual machine. As a virtumbachine can act
as an independent node on the network, the hymerissnot con-
cerned about the message level security paranmielsas; key size,
encryption algorithm etc. Therefore, we limit oesearch to the met-
rics which can be monitored by a hypervisor usiygtesm calls. This
has advantage of being agnostic of the applicatiansing in a vir-
tual machine. Furthermore, the security requiresescribed here
can be defined as high-level primarily because ezctine require-
ments can be further divided into more fine-graimeetrics. How-
ever, it is intentional to group similar metricsden a common classi-
fication so as to minimize the complexity goverrsdthe proposed
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approach. Having said that, the security requirdmdescribed here
are not mean to be exhaustive and only represeaffart as a proof
of concept.

We have used the fault model described in the pusvsection as the
basis for our study and have formulated seven gga@quirements.
The preferences for these can be specified as “Hikedium” and
“Low” by the user of a service as part of the reseurequest. A
“low” preference for a certain security requiremeherefore, means
that the impact of a successful attack breachiag gbcurity require-
ment is assumed to have low impact on the expdmtbdviour of the
particular workload. For example, e-social scieapelications usu-
ally deal with confidential data processing whére ¢onfidentiality of
data is rendered more important than on-time defieé results [29].
In this case, the owner of an e-social scienceiegipn may wish to
designate a “low” or “medium” preference for denddl service at-
tacks and a “high” preference for backdoor protectin relation with
our overall research objectives, we envisage tothssge preferences
to evaluate the level of severity of an intrusion & particular work-
load.

Table 1: Proposed Security Requirements

Security Requirements
Attributes

Workload State Integrity

Integrity Guest OS Integrity
Zombie Protection
Denial of Service Attackg
Availability

Malicious Resource Ex:
haustion

Platform Attacks

Confidentiality | Backdoor Protection
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We also assume a resource provider to use thesgtgeequirements
to possibly group its resources based on their lobipes to fulfil
these requirements to a certain level. This caadbgeved by the re-
source provider by using appropriate infrastruduretechnologies to
guarantee the committed security attributes. Fangle, if a resource
provider has committed to provide assurance fotegptmn against
denial of service attacks, it is expected that appate mechanisms
have been installed to protect against such attacks

The security requirements described above aredlisteTable 1 in
accordance with the three attributes of securdy Integrity, Avail-
ability and Confidentiality as described by [1].€Be are meant to be
a subset of the faults covered by the fault modskcdbed in an ear-
lier section and are envisaged to be specifiedagisgb a resource re-
guest along with their priorities by the consumkethe service.

3.4 Classification

Classification is a popular machine learning tegheiregarded as the
process of segregating different items of a datasetmultiple groups
or classes based on their characteristics or tr@itgen a particular
dataset, the goal of a classifier is to build a edlad class distribution
in terms of the quantified characteristics of tloastituent objects of
the dataset. In more formal terms; let
Z={(d;.c;).(dsc5).....(d,.c,) ] be adataset wher2 £ D which
represents the individual data items, @ncz ¢ which represents the

class to which the particular data item belongshls case, a classi-
fier his a function such théii : 0 — Y i.e. it defines a mapping be-

tween a data item and its class based on somieuddisi

In relation to this, the severity of a securityaalt on a system is also
dependent upon certain attributes including theirstgcrequirements
of the processes affected by the attack, the freqyuef attack and the
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time available for reaction. Also, the severityaokecurity attack is
usually described in terms of different levels sash'High”, “Me-
dium” and "Low” which can also be treated as different classéiseof
potential effects of a security attack. We use @éhgsneralizations as
our motivation to use classification techniquesdtve the problem of
severity analysis for virtual machine based syst@mgeneral and
clouds in particular.

With respect to learning and classification, thare two major cate-
gories of techniques i.e. supervised and unsupesyvids suggested
by their names, supervised techniques require ifial itraining phase
where the algorithm is trained using existing detasth appropriate
classification. The algorithm then uses this knalgketo perform real
time classification on test data. Conversely, uesuped techniques
do not require any existing classification exampes usually use
multiple runs to fine tune the classification paite K means, Ex-
pected Maximization (EM), Gaussian Mixture and $ifganization
Map (SOM) are some examples of unsupervised legr@ohniques
whereas Decision Trees, Support Vector Machines Ragression
Analysis are some example of supervised learnichnigues. We
now describe our selected unsupervised and supdrteshniques i.e.
K Means and Decision Trees respectively.

3.4.1 K Means Clustering

K-means clustering [15] is an algorithm to classifyjects based on
attributes/features into K number of classes. Tassdication is done
by minimizing the sum of squares of distances betngata and the
corresponding cluster centroid. Formally, for aegivdatasef = {s,,

s, 55, ..., 5, }, K-means classifies data items ilkalasses based on
the attributes of data items, wheite< k = [. The objective of K-

means is to minimize the distance between the immeunding each
centroid which is formally represented as:
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where is a chosen distance measure between a data

point 7 and the cluster centfé, is an indicator of the distance of
then data points from their respective cluster cent®rs. selection of
K-means for our research was motivated by the saitybf the tech-
nique and its ability to support more than two séssfor classification
purpose.

3.4.2 Decision Trees

Decision trees are a popular supervised classdicagechnique that
uses a series of questions or rules about théw@ts of the class to
classify datasets into classes. As characterizedhby supervised
nature, they require training datasets to estalaislassifier which is
then used for test data. Decision tree algorithrasased on the con-
cept ofmeasures of impuritgr heterogeneity of the data i.e. the met-
rics which demonstrate the presence of heterogengpoups or
classes of data in a given dataset. These metaicsbe one oEn-
tropy, Gini Indexor Classification Error.There are a number of dif-
ferent algorithms to implement decision trees, haweC4.5 [17] and
its improved version C5.0 are the most popular olmekoth C4.5 and
C5.0, Information Gainis used to decide the class of each data item
which can be describe as under:

Given a seR of objects, and an attribufe

Gain(R,A) = Entropy(R) 2 ((IR/J/[R])Entropy(R))
where R, is the subset of R that has the attribute valube sum’ is
over each attribute value &f and |R/| is the number of elements in
the seR,
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Another important supervised classification techeigs Neural Net-
works. We have selected decision trees for ouiarebeébecause of the
following reasons:

i) Decision trees are simplistic as compared to newgdlorks
and hence easier to manipulate

i) Neural networks historically require more trainigigta as
compared to decision trees.

iii) A critical phase in constructing neural networkga choose
the number of neurons and layers. This processngplex and
skewed towards the experience of the designer., At&gcon-
struction is based on trial and error method rathan any
formula.

Iv) Historically, decision trees are proven to be dyetiassifiers
of unknown data as compared to neural networks.

v) An added benefit of using decision trees is the géneration
which can be used for subsequent rule-based miogelli

4, Evaluation

In order to evaluate our approach to predict sgvefian attack for a
particular virtual machine, we conducted severglegxnents based
on experimental datasets. As we use both unsupenasd super-
vised learning techniques, we present our expezgemgth both pre-
paring training datasets using K-means and buildingj testing clas-
sifier using decision trees. Furthermore, we assanuser of virtual
machine to have maximum privileges for the virtorgchine. There-
fore, exploits targeted at exceeding privilegesareof scope of our
research. For now, each system call is treatedsaparate event and
is classified independent of preceding or followsygtem calls. Con-
sidering chains of system calls to detect attaesslieen proposed by
[27], however, we render it as an opportunity fotufe work. Fur-
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thermore, as there will be a single diagnosis sysper virtualized
resource, we assume that all the system calls lzgiatysed are exe-
cuted by the same virtual machine.

4.1 Datasets

For experiments, we choose publicly available systall sequences
from the University of New Mexico. Our choice ofssgm call dataset
is motivated by the fact that our proposed systemnvisaged to be
instrumented in the domO and the granularity ohdatailable to our
system is assumed to be system calls. The UniyesiNew Mexico
(UNM) provides a number of system call data sets&hEdata set cor-
responds to a specific attack or exploit. Howegeren the age of these
datasets and the system used for their generdtieg,do not contain
virtual machine specific exploits. This limits theverage of our evalu-
ation to the remaining six security requirementsyéver, as all of the
traditional exploits still apply to virtual machifmsed systems, we do
not envisage any major deviations in the resulistiermore, the data-
sets are also limited in the sense that they astytlhe names of the
system calls executed by a process without itsnpaters. This can
have an effect on the mappings between the sysafisnand the securi-
ty requirements. Finally, one of the assumptionswfresearch is that
the diagnosis module only deals with system caléniified as mali-
cious by an intrusion detection system. Howeveg, datasets do not
acknowledge this assumption and consequently litheseffectiveness
of our results. We envisage rectifying these pnoisievith more rigor-
ous experiments and evaluations with real datdseibtated by im-
plementation of our proposed solution with onehaf éxisting hypervi-
sors.

As we assume a user of virtual machine to have mmaxi privileges
for the virtual machine, exploits targeted at exiveg privileges are out
of scope of our research. Also, security attackgkviexploit network
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vulnerabilities to take control of the victim aretrapplicable because
proposed is not assumed to monitor network tra@ensequently, The
datasets we have used are synthetic FTP and INEI& We divide
our test dataset into two sub datasets without comising the integri-
ty. This is because our proposed system is meatgabwith individual
system calls and does not take into account theextual information
contained in these datasets. Therefore, each sysikns treated as a
separate event and is classified independent aegdneg or following
system calls. Furthermore, as there will be a simhgnosis system
per virtualized resource, we assume that all tiséegy calls being ana-
lyzed are executed by the same virtual machine.

4.2 Data Cleansing and Harmonization

In order to perform experiments to evaluate oureggh, the datasets
needed to be cleansed to rectify the discrepanessribed in the earli-
er section and mould them to match our requireméltis first step
towards this process was the mapping between sysédisr and the
security requirements with the objective to knowickhsecurity re-
guirements are affected by a particular system &l used the classi-
fication of system calls proposed by REMUS [22]ilfeating grouping
of system calls based on threat levels. We onlydoan system calls
which pose threat levels 2 and 3 because threal leis defined as full
access to system which is one of the assumptionsrafesearch, whe-
reas threat level 4 is harmless. The mapping has performed by
manual analysis of each system call description r@sdlts are pre-
sented in Table 2. As is described by the tablerettare system calls
which can potentially affect more than one securgguirements and
therefore have been mapped against multiple systdis. Also, for
Platform Attacks i.e. attacks which exploit chaeaistics of virtual
machines, mapping is performed based on existiagature.
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The second step in data preparation stage is tadmaze the frequen-
cies of system calls. As described earlier, thelavia datasets contain
both malicious and non-malicious system calls. affiect of this prob-

lem with data is aggravated by the fact that fregyeof an attack on a
security requirement is an important parameterunamalysis. There-
fore, the initial experiments performed reveale@ tlesults being

skewed towards patterns with higher frequency. \diress this prob-
lem by normalizing the frequency attribute of datesed on the stan-
dard score method with custom parameters as gelenvb

u(ew)

/=35 o —0.060+
i «“ 377+ o(w)

where,
y = normalized frequency
w = original frequency
u(w) = mean of original frequency and,
o(w) = standard deviation of original frequency

This normalization process limits the value of freqcy in the range of
0 and 3 which is synchronous to the priorities a¢resecurity require-
ment. With regards to the service level agreemtateswe envisage
this to be an aggregate metric generated as aidanof multiple

attributes including quality of service attributeesource availability
and performance. However, this detailed analysmitsof scope of our
research and therefore, we generate service lgveément state using
the rand()function in MATLAB [16] to represent aggegate metric.

The final step towards data preparation is to usipervised learning
technique i.e. K-means [15] to predict the sevewitgach system call
event. This is to facilitate the training phaseoaf supervised classifi-
cation technique i.e. decision trees. We have WMAdLAB to per-
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form this step. As with any unsupervised learniechhique, K-means
requires multiple runs to achieve a mature classifon. For our expe-
riments, we performed various runs with differeargmeters and a
stable classification is determined by manuallyifyerg the classes
assigned to randomly chosen events. The final gordition used to
achieve a stable output is given below.

(8, a) = kmeans(p, k &)

where, & represents the predicted severity for a particsyatem call
event, a represents the centroids calculated for the gidena,

p represents the dataset being analyzed which ircase is a matrix
prepared using the steps described eatiegpresents the number of
classes or clusters to be generated which in ose ¢a 5 and5

represents the number of replications performegetdhe output which
in our case was 100. As k-means uses distancegtegae different
classes, the distance used in our case is thedeadliDistance. We
should emphasize here that, the data preparedessilh of this process
is not envisaged to be 100% error free both becaligee crudeness of
the data and the simplicity of the approach.

4.3 Evaluation and Discussion

In order to evaluate our proposed approach, we deedion trees as a
supervised classification technique for experimamsthe data pre-
pared as a result of the process described irptbeious section. There
are a number of algorithms to perform decision &mealysis, however,
we have used C5.0 [21] because of its proven effoy in different

applications. We use See5 software [21] to perform experiments
with the C5.0 algorithm. Given the training datae frst constructed

different classifiers i.e. decision trees by ugilifferent permutations of
the attributes involved and compared the predictadses against the
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classes assigned during the data preparation sfgs.process reveals
different error rates for different classifiersalso generates a tree clas-
sifier and a set of rules for each classifier. Tiles generated as a re-
sult of this analysis can be used to model ruletdaystems. Figure 4
presents an example of such rules whereas Figpresents an exam-
ple decision tree generated by C5.0. As shownendtcision tree, the
decision nodes represent the attributes i.e. sga@guirements whe-
reas the boxes present the predicted severityedags described ear-
lier, we use five classes or levels of severityposed by [5] i.eUr-
gent, Critical, Serious, Medium and, Minimal

Table 2: Mappings between system calls and seawifyirements

Workload State In4 Truncate, ftruncate, dup2, flock, ioctl, write, do$seek, fentl,

tegrity umask, select, _llseek, _newselect, writev, poll,tpympro-
tect, msync, mmap, munmap, mremap, signal, setpggdib,
sigreturn,

Guest OS Integrity rmdir,ioctl,truncate,ftruncate,brk,delete_module jestlose,u
mask,setpgid,uselib,capset,

Zombie Protection nfsservctl,ioperm,iopl,socketcall

DoS Umount,mkdir,rmdir,umount2,ioctl,nfsservctl, truteaftrun-
cate, quotactl, dup, dup2,
flock,fork,kill,iopl,reboot,ioperm,clone,modify_Jddjtimex,vh
angup, vm86, delete_module, stime, settimeodaketxad|,
sethostname, syslog, setdomainname, _sysctl,exigpt

Malicious Resource creat,fork,flock,setrlimit,setpriority,clone,schestparam,vfor
Exhaustion k,sched_setschedular,swapon,swapoff,mlock, mlockajipc,
mlock,mlockall,sigsuspend,pause,waitpid,wait4,schiett

Platform Attacks Ptrace

Backdoor Protection | Nfsservctl,dup,dup2,flock,ioperm,iopl,socketcallgre@adv,fc
ntl,select,fsync,poll,pread,sendfile

We use these classifiers on our tests datasetgaloade accuracy of
each classifier against unseen data. We have cednfile results of
this evaluation in Table 3. As part of the predictof class for unseen
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or test data, C.50 also generates a confidencecnsatted Confidence,
with a value of between 0-1,which facilitates rigws analysis by re-
vealing the assurance of the predicted value. Amalyf predicted val-
ues revealed that there are predictions with lomfidence value which
should be adjusted. In accordance with this, wesickem a prediction to
replace the original value if the confidence is enthan 80%. This
helps us remove inconsistencies where the confedealue is low. As
shown in the table, error rate for classifiersatiffvith and without con-
sidering confidence metric which helps us improue onderstanding
of the classifiers.

Rule L: (53, lift 7.4)
regl - =0
lad =0
Cclassl (aeen2
Rule 2: (88, lift 4.5)
regl -0
1l - =3
Cclass 2 [oels
Rule 3: (159, lift 2.5)
regl - =0
1) -
reds =0
- dlass d (Dosad”
Rule d: (81, lift 3.9)
recd -0
refs 0
- dlassd (Dosllt
Rule 5: (19, lift 20.1)
1egl -0
recd o
CalazsS (et

Figure 4: An example decision tree by C5.0
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Critical
Minimal Medium 4

1 2

Serious Urgent
3 5

Figure 5: Rules generated for decision tree

An interesting observation from our experimentghis unexpected be-
havior of classifiers to test data. Table 3 preséimé results of our ex-
periments with the training and the two test ddtade lists the error
rates for each classifier when evaluated agaisstd&tasets both with
and without consideration of the confidence valtithe prediction. As
can be seen in the table, the most consistentifdass all is the one
which gives maximum error rate for the trainingadae. 25.6%. The
decision tree for this classifier has not been greed here because of
limited space. However, the classifier with 0% emate for the train-
ing data presents a high error rate of 77.1% fdin lanalyses, with and
without confidence metric. As can be seen, thaltesf the best per-
forming classifier are not ideal and, to our bestlerstanding this is
largely due to the quality of data we used for exgpperiments. As ex-
plained in the earlier sections, we have made tsffiar normalize and
clean data using different techniques, howevegrémncies are still
assumed to be present in the data. This limitsability to perform a
rigorous evaluation of our approach. Given thisatisgactory quality
of data, we are motivated to render these ressllenaouraging to carry
out further research with better data. As statetieean this text, ef-
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forts are underway to implement the proposed systéin one of the

existing hypervisors. This will enable us to addrés problem of data
guality and cleansing and facilitate a more rigerewaluation of our
approach.

Table 3: Evaluation of classifiers with trainingdatest data

Classifier Training Data| Test Datal Test Data2
Without With confi- | Without With confi-
confidence | dence confidence | dence
1 0.0% 77.1% 77.1% 79.8% 79.8%
2 0.2% 77.1% 52.5% 79.8% 73.6%
3 4.2% 90.9% 38.7% 87.9% 39.14%
4 13.4% 56.2% 31.6% 57.8% 6.2%
5 25.6% 97.9% 24.5% 98.5% 6.2%
6 27.7% 77.1% 77.1% 79.8% 79.8%

On the contrary, based on our experience with the af machine
learning techniques to problems such as intrusiagnisis, we hold
that machine learning techniques have promisingg®cdts in this re-
spect. Although our experiments involved ratherpgérmachine learn-
ing algorithms, however, the results produced destrate the effec-
tiveness of the approach even with imperfect datathermore, the
results also highlight the need to address the Pathlem for comput-
er security research such as the one describ&dsichapter.

5. Conclusions and Future Work

We hold that security underpins extensive adoptibeloud compu-
ting. However, there are novel challenges whichdrteebe addressed
in order to improve the security of such infrastawes. The focus of
our research is to investigate issues introducetthé&ynique characte-
ristics of virtual machine. In this chapter, we bgwesented our ef-
forts to identify and address one such problemiuvatimg the level of
attack severity for virtual machines on a same gysnachine. To
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the best of our knowledge, we are the first to idgrand propose a
solution to this problem for clouds. As describaedthe chapter, we
propose using machine learning technologies fatéd by service
level agreements to achieve our objectives. Théuatian conducted
as part of our research reveals challenges andriopytees for further
research in this domain. In particular, we hightitte Data Problem
i.e. the unavailability of appropriate datasetémduct effective re-
search. Although the results of our research weaered by lack of
appropriate data, we render them encouraging. @ortse also dem-
onstrate the challenges involved in optimizing niaehearning tech-
niques and highlight opportunities for their useatated research.

We intend to extend our research to implementatah real cloud
environments. In particular, we plan to contribate research to im-
prove the dependability of iVIC cloud infrastruaurd2]. In relation
to this, efforts are underway to implement our eystwith Xen [10]
hypervisor. Furthermore, as has been identifiedhduevaluation, we
intend to consider chains of system calls for calysis as well. This
will improve the application of our proposed sabutito a wider do-
main.

References

[1] Algirdas Avi zienis, Jean-Claude Laprie, Brian Randell and Carl Landwehr: Basic Con-
cepts and Taxonomy of Dependable and Secure Computing, IEEE Transaction on Depend-
able And Secure Computing, Vol. 1, No. 1, January-March 2004

[2] Amazon Elastic Computing Cloud Available at: aws.amazon.com/ec2

[3] Junaid Arshad, Integrated Intrusion Detection and Diagnosis for Clouds. In the proceed-
ings of Dependable Systems and Networks (DSN), Student Forum 2009

[4] Junaid Arshad, Paul Townend, Quantification of Security for Compute Intensive work-
loads in Clouds. Submitted to International Conference on Parallel and Distributed Sys-
tems (ICPADS) 2009.

[5] Severity Levels: http://www.internetbankingaudits.com/severity_levels.htm

[6] Tal Garfinkel, Mendel Rosenblum: When Virtual is Harder than Real: Security Challenges
in Virtual Machine Based Computing Environments In the Proceedings of 10th Workshop
on Hot Topics in Operating Systems, 2005 - usenix.org

[7] GoGrid: Scalable Load-Balanced Windows and Linux Cloud-Server Hosting. Available at:
http://www.gogrid.com/



32

[8] Google Cloud. Available at: www.googlecloud.com

[9] Goldberg, R.P.: A survey of virtual machine research. IEEE Computer. 7, 34-45 (1974)

[10] Paul Barham_, Boris Dragovic, Keir Fraser, Steven Hand, Tim Harris, Alex Ho, Rolf Neu-
gebauery, lan Pratt, Andrew Warfield; Xen and the Art of Virtualization in the Proceed-
ings of SOSP'03, October 19.22, 2003

[11] IBM Systems, Virtualization version 2, release 1 available at: pub-
lib.boulder.ibm.com/infocenter/eserver/v1r2/topic/eicay/eicay.pdf

[12] Jinpeng Huai, Qin Li, Chunming Hu; CIVIC: A Hypervisor based Computing Environment
in the Proceedings of the 2007 International Conference on Parallel Processing Work-
shops

[13] Nimbus. Available at: www.workspace.globus.org

[14] OpenNebula Project. http://www.opennebula.org

[15] J. MacQueen.Some methods for classification and analysis of multivariate observations,
volume 1 of Proceedings of the Fifth Berkeley Symposium on Mathematical statistics and
probability, pages 281-297, Berkeley, 1967. University of California Press.

[16] The MathWorks - MATLAB and Simulink for Technical Computing.
http://www.mathworks.com

[17] Quinlan, J. R. C4.5: Programs for Machine Learning. Morgan Kaufmann Publishers,
1993

[18] L. Foster, and C. Kesselman; The Anatomy of the Grid: Enabling Scalable Virtual Organi-
zations, International Journal of High Performance Computing Applications. Vol 15, p.
200-222,2001

[19] A. Weiss: Computing in the Clouds, netWorker, Volume 11, Issue 4, Pg 16-25, Dec.
2007[20] Ravi Subramanium; The Siamese Twins of IT Infrastructure: Grid and Virtuali-
zation, Open Grid Forum 2007.

[21] Information on See5/C5.0 www.rulequest.com/see5-info.html

[22] Massimo Bernaschi, Emnuele Gabrieli, Luigi V. Mancini; Remus: a security-enhanced
operating system in the proceedings of ACM Transactions on Information and System
Security 2002.

[23] Phillip A. Porras, Martin W. Fong, and Alfonso Valdes A Mission-Impact-Based Approach
to INFOSEC Alarm Correlation in the Proceedings of RAID 2002: 95-114.

[24] Stephen Northcutt and Judy Novak; Network Intrusion Detection: An Analyst's Hand-
book, 3rd edition New Riders Publishing Thousand Oaks, CA, USA ISBN:0735712654
[25] Peter Mell and Karen Scarfone A Complete Guide to the Common Vulnerability Scoring

System Version 2.0 www.first.org/cvss/cvss-guide.html

[26] Burchard, L., M. Hovestadt, O. Kao, A. Keller, and B. Linnert: The Virtual Resource Man-
ager: An Architecture for SLA-aware Resource Management, in the IEEE International
Symposium on Cluster Computing and the Grid. 2004. p. 126-133.

[27] Rick Kazman, Mark Klein, Mario Barbacci, Tom Longstaff, Howard Lipson and Jeromy
Carriere The Architecture Tradeoff Analysis Method Technical Report, CMU/SEI-98-TR-
008 ESC-TR-98-008 available at
http://www.pst.ifilmu.de/lehre/WS0102 /architektur/VL9/ATAM.pdf

[28] Community Emergency Response Team http:// www.cert.org

[29] Wei Jie, Junaid Arshad, Richard Sinnott and Paul Townend; Towards Shibboleth based
Security for Grids - A State-of-art Review on Grid Authentication and Authorization
Technology. Accepted for ACM Computing Surveys. Association for Computing Machi-
nery 2009.

[30] R. Kazman, G. Abowd, and M. Webb. SAAM: A Method for Analyzing the Properties of
Software Architectures. In the Proceedings on 16th International Conference on Soft-
ware Engineering, pp. 81-90, 1994.

[31] P. Bengtsson, N. Lassing, ]J. Bosch, and H. V. Vliet. Architecture-Level Modifia- bility
Analysis. Journal of Systems and Software, vol. 69, 2004.



33

[32] John D. Strunk, Garth R. Goodson, Adam G. Pennington, Craig A. N. Soules, Gregory R.
Ganger. Intrusion detection, diagnosis, and recovery with self-securing storage.
Technical report CMU-CS-02-140. May 2002.



